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Below you see real world results of Unknown Cyber’s automated analysis of binary code. This 
document shows the trojanization of supply chain responsible for the insertion of a Salt Typhoon 
manufactured variant of attributed Snappybee Malware.  Salt Typhoon is the CCP threat actor 
responsible for the recent attack which compromised telecoms and classified wiretaps.  Unknown 
Cyber's automated analysis of software tracked the evolution of updates from baseline to the point Salt 
Typhoon counterfeited an update using their Snappybee trojanized binary.  Unknown Cyber immediately 
found this trojanization through code comparison at scale.  Please note the fidelity which Unknown 
Cyber has in identifying this single function inside the counterfeit update responsible for trojanization. 
 You can see the evolution of the open-source Sandboxie Software through licensed versions which 
ultimately culminates in the trojanization of IO Bit Software.  Identification of the insertion of this 
malicious code can easily be seen by Unknown Cyber’s ability to observe the statistical similarity of the 
code updates.  The .999 similarity score you see hi-lighted is representative of the IO Bit Software being 
99.9% the same as the trojanized IO Bit Snappybee malware variant.  The one added function (.01%) of 
inserted code is responsible for a series of subsequently executed fileless malware deployed in 
memory.  These we also have unique capability to detect.  I don’t want to get too far into the details of 
extended capabilities for fileless malware detection because just the ability to identify the insertion of 
malicious code and counterfeits down to a single function through similarity of binary is a novel technical 
breakthrough in it’s own right. This innovation stands on its own as a scalable way to deliver inspection 
of software for unknown malicious code and vulnerabilities in supply chain with accuracy and scale not 
resident in other solutions. 


